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Healthcare Information Exchange
• HIE

- mobilization of health care information electronically 
across organizations within a region, community or 
hospital system. 

• Goal
- facilitate access to and retrieval of clinical data
- provide safer and more timely, efficient, effective, 

and equitable patient-centered care.
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Healthcare Information Exchange
• Healthcare data sharing and exchange

• EMR: Electronic medical records
• PHD: Personal healthcare data 4
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Existing Solutions
• Cloud service providers (CSPs) propose various schemes for 

reliable data storage and efficient data processing.
• CSPs have been taking great responsibilities to provide a 

controlled, cross-domain and flexible HIE platform.

• However, CSPs are unwilling to share their data.
• Risky if the healthcare is exposed to the malicious users 

unexpectedly
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Blockchain - Distributed Ledger Technology
• A Blockchain is an append-only data structure, to store a 

continuously growing list of transactions.
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Decentralization: removal of  
third party

Transparency: visible to 
everyone

Immutability: once stored, 
cannot be changed



Distributed Consensus
• Consensus algorithm

- members need to agree on a certain state of the Blockchain
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Requirements to Publish and Share Data
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Requirements EMR PHD
privacy high moderate

authenticability High low
throughput moderate high

latency moderate moderate
fairness moderate moderate



BlockHIE System Architecture
• Blockchain network

- store and share healthcare 
data

• Medical institutions
- submit diagnostic records

• Individuals
- store and share healthcare 

data generated by IoT devices
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Two Loosely-coupled Blockchains
• Propose to store and EMR and PHD with two loosely-coupled 

Blockchains: EMR-Chain and PHD-Chain.

• Coupled when user publish data on both chains
• Identities of the same person can be different

- EMR-Chain: unique record identifier
- PHD-Chain: unique device identifier 10



Mechanism and Structure of EMR-Chain
• Key requirements

- Privacy and Authenticability
• Generate three copies

- Hospital database
‣ full copy

- Patient
‣ full copy

- Blockchain Network
‣ proof-of-existence copy
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Fairness-based Transaction Packing Algorithm
• Fairness-based packing algorithms in Blockchain

- Data sharing applications can have different requirements, e.g., 
maximum throughput, maximum fairness

- Propose algorithms to balance the throughput and fairness

• Fairness: 

• Pack the TXs with top-m waiting times
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Fairness-based Transaction Packing Algorithm
• APP-Kth -SUM: An approaximate algorithm to find the subset of 

size m with k-th largest sum in a set X of n positive real numbers
• EMR-Chain

- TP&FAIR
- high throughput and 

moderate fairness
• PHD-Chain

- FAIR-FIRST
- High fairness
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BlocHIE Implementation
• Implement BlocHIE in a minimal-viable-product version
• Three layers

- Communication layer
- Blockchain layer
- GUI layer
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Communication Layer
• Implemented using gRPC-python
• Two services

- Discovery
‣ peer discovery service
‣ greet static nodes
‣ exchange the connectivity info

- Synchronization 
‣ synchronization service
‣ remote procedure calls
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Blockchain Layer
• EMR-Chain

- FAIR-FIRST packing algorithm
• PHD-Chain

- TP&FAIR packing algorithm
• Block Committing Algorithm

- PoW
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GUI Layer
• Django web framework
• Open HTTP port and present 

HTML pages
• Submit data following the HTTP 

protocol
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BlocHIE Evaluation
• Deployed BlocHIE with 8 nodes with tx frequency at 7 tx/s/node.
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Conclusion
1. Analyzed the requirements for storing and sharing EMRs and PHD
2. Propose two loosely-coupled Blockchain, EMR-Chain and PHD-

Chain
3. Combine off-chain storage and on-chain verification in EMR-Chain
4. Propose two fairness-based transaction packing algorithms, FAIR-

FIRST and  TP&FAIR
5. Implement the BlocHIE in a minimal-viable-product way
6. Evaluate the proposed packing algorithms extensively
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