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1
METHOD OF PARALLEL WIRELESS
COMMUNICATION

COPYRIGHT NOTICE

Portions of this document are subject to copyright protec-
tion. The copyright owner does not object to facsimile repro-
duction of the patent document as it is made available by the
U.S. Patent and Trademark Office. However, the copyright
owner reserves all copyrights in the software described herein
and shown in the drawings. The following notice applies to
the software described and illustrated herein: Copyright
©2008, Robert Bosch GmbH, All Rights Reserved.

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to a method for wireless
communication, and, more particularly, to a method for wire-
less communication for real-time industrial/medical control.

2. Description of the Related Art

Wireless real-time applications, such as for industrial/
medical control, include many desirable features, such as
enhanced mobility, lower installation cost, better flexibility,
and reduced risk of tripping over wires. On the other hand,
these applications may require real-time delivery of mes-
sages. That is, messages may need to arrive before deadlines,
even under adverse wireless channel conditions, such as
severe large-scale path loss, multipath, and accidental inter-
ference from same-band or adjacent-band radio devices.
Industrial/medical environments make the wireless medium
more hostile to wireless communications due to heavy block-
age and various Electro-Magnetic Interference (EMI)
sources. Therefore, robustness and reliability is a top concern
for wireless real-time applications.

What is neither disclosed nor suggested by the priorartis a
method of wireless communication having improved robust-
ness and reliability.

SUMMARY OF THE INVENTION

The present invention provides a lightweight open archi-
tecture to deploy heterogeneous wireless devices operating in
parallel. The architecture uses redundant wireless devices for
robust and reliable real-time industrial/medical control. By
exploiting the redundancy, the present invention increases the
chance of packets being correctly delivered within deadlines.
The open architecture of the present invention provides
improved real-time support, as most industrial/medical con-
trol applications are real-time.

The architecture of the present invention may eliminate
synchronization issues of diverse applications and various
wireless devices having different transmission speeds. The
architecture of the present invention may also enable the most
up-to-date state information of control/sensing to be sent.

The present invention may be particularly applicable in
factories and industrial process automation as well as in the
medical domain, such as in operation rooms and intensive
care units.

Synchronizing heterogeneous wireless devices for parallel
packet transmission is difficult, as different devices have dif-
ferent data rates. However, the lightweight open architecture
of the present invention may eliminate the need for synchro-
nization while still satisfying the needs of most real-time
industrial/medical control applications.

The invention comprises, in one form thereof, a wireless
communication method including providing a sender node
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having a data packet of information. The data packet is sent to
each of a plurality of heterogeneous transmitter devices. The
data packet is wirelessly transmitted from each of the trans-
mitter devices to a receiver node.

The invention comprises, in another form thereof, a com-
munication method including providing a sender node. A
plurality of data packets of information is provided. Each of
the data packets has a different level of priority. A plurality of
heterogeneous transmitter devices is provided. The data
packets are sent from the sender node to the transmitter
devices. Each of the data packets is sent to a different subset
of' the transmitter devices based on the level of priority of the
data packet. The data packets are wirelessly transmitted from
the transmitter devices to a receiver node.

The invention comprises, in yet another form thereof, a
communication method including providing a sender node. A
plurality of data packets of information is provided. Each of
the data packets has a different level of priority. A plurality of
heterogeneous transmitter devices is provided with different
data rates. The data packets are sent from the sender node to
the transmitter devices. Each of the data packets is sent to a
different subset of the transmitter devices based on the level
of priority of the data packet. A highest priority one of the data
packets is sent to each of the transmitter devices. A lowest
priority one of the data packets is sent to a lowest priority
subset of the transmitter devices. The transmitter devices in
the lowest priority subset have the highest data rates. The data
packets are wirelessly transmitted from the transmitter
devices to a receiver node.

An advantage of the present invention is that it provides
increased levels of robustness and reliability.

Another advantage of the present invention is that it may
eliminate synchronization issues of diverse applications and
various wireless devices having different transmission
speeds.

Yet another advantage of the present invention is that it may
enable the most up-to-date state information of control/sens-
ing to be sent.

BRIEF DESCRIPTION OF THE DRAWINGS

The above mentioned and other features and objects of this
invention, and the manner of attaining them, will become
more apparent and the invention itself will be better under-
stood by reference to the following description of embodi-
ments of the invention taken in conjunction with the accom-
panying drawings, wherein:

FIG. 1 is a block diagram of one embodiment of a wireless
system suitable for use with the wireless communication
method of the present invention.

FIG. 2 is a block diagram of another embodiment of a
sender end of a wireless system suitable for use with the
wireless communication method of the present invention.

FIG. 3 is a flow chart illustrating one embodiment of an
output queue algorithm of the member wireless devices
according to the invention.

FIG. 4 is a flow chart illustrating one embodiment of an
output queue algorithm of the sender end application accord-
ing to the invention.

FIG. 5 is a block diagram of another embodiment of a
receiver end of a wireless system suitable for use with the
wireless communication method of the present invention.

FIG. 6 is a flow chart illustrating one embodiment of an
input queue algorithm of the receiver end application accord-
ing to the invention.



US 8,270,288 B2

3

FIG. 7 is a flow chart illustrating one embodiment of an
input queue algorithm of the member wireless devices
according to the invention.

FIG. 8 is a flow chart illustrating one embodiment of a
wireless communication method of the present invention.

Corresponding reference characters indicate correspond-
ing parts throughout the several views. Although the exem-
plification set out herein illustrates embodiments of the inven-
tion, in several forms, the embodiments disclosed below are
not intended to be exhaustive or to be construed as limiting the
scope of the invention to the precise forms disclosed.

DESCRIPTION OF THE PRESENT INVENTION

The present invention may be described herein in terms of
algorithms and operations on data bits within a computer. It
has proven convenient, primarily for reasons of common
usage among those skilled in the art, to describe the invention
in terms of algorithms and operations on data bits. It is to be
understood, however, that these and similar terms are to be
associated with appropriate physical elements, and are
merely convenient labels applied to these physical elements.
Unless otherwise stated herein, or apparent from the descrip-

tion, terms such as “providing”, “assigning”, “using”, “con-
verting”, “transmitting”, “calculating”, “determining”, “pro-
cessing”, “selecting”, “sending”, “receiving”, “predicting”,

“confirming” or “computing”, or similar terms, refer the
actions of a computing device that may perform these actions
automatically, i.e., without human intervention, after being
programmed to do so.

Many wireless communication schemes exist, such as Zig-
Bee, IEEE 8002.11 WLAN (WiFi), DS-CDMA, and Ultra-
Wide Band (UWB). Each scheme has its respective merits
and weaknesses. To achieve better robustness and reliability,
the present invention provides an open architecture to run
multiple wireless schemes in parallel. The wireless devices
may be Commercial Off-The-Shelf (COTS) or proprietary,
and may be heterogeneous in that the wireless devices can
vary in radio spectrum, modulation scheme, network proto-
col, data rate, etc. The open architecture of the present inven-
tion merges this hybrid of wireless schemes and exploits the
device redundancy and wireless medium heterogeneity so as
to enhance robustness and reliability. For example, to deliver
a 1000 bit packet to a wireless receiver within a real-time
deadline of 25 msec, the packet may be sent out from a 40
kbps ZigBee card at 900 MHz radio band, from a 1 Mbps
WiFi card at 2.4 GHz radio band, and from a 1.2 Mbps
Ultra-Wide Band card at 4 GHz radio band, all at the same
time (i.e., in parallel). In this way, the packet can reach the
receiver within its 25 msec deadline even if one or two wire-
less channels totally fail. For example, if both the 900 MHz
ZigBee channel and the 2.4 GHz WiFi channel fail, the packet
can still reach the receiver through the Ultra-Wide Band card
at 4 GHz radio band.

By communicating real-time jobs through different radio
frequency media in parallel, the open architecture of the
present invention may integrate heterogeneous wireless
devices to enhance wireless communication robustness and
reliability of real-time industrial/medical control applica-
tions.

When devices are described herein as being “heteroge-
neous,” it is meant that the devices have different operating
characteristics that may make the devices subject to, or resil-
ient to, different types of communication failure. For
example, the heterogeneous devices may operate in different
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frequency bands, making the devices susceptible to interfer-
ence from external radio frequency sources of different fre-
quency bands.

A benefit of the architecture of the invention is the elimi-
nation of synchronization issues of both diverse applications
and various wireless devices with different transmission
speeds. Another benefit is being able to transmit the most
up-to-date state information for control and sensing.

Referring now to the drawings and particularly to FIG. 1,
there is shown one embodiment of a wireless network 20
suitable for use in conjunction with the wireless communica-
tion method of the present invention. FIG. 1 illustrates the
packet sending and receiving schemes of the open architec-
ture.

In order to send a packet, a sender node in the form of a
sender end application 22 may put the packet into an output
queue 24 shared by all parallel and heterogeneous member

wireless devices 26a, 265 . . ., 267, of the open architecture.
Each of wireless devices 26a, 265, . . . , 26z may have a
respective antenna 28a, 28b, . . ., 28n for reception and

transmission of data packets.

A processor-based global packet scheduling mechanism
30 may decide which one(s) of member wireless device(s)
26a-n is to be sent which packet (or a duplicate of the packet).
Global packet scheduling mechanism 30 may attempt to send
each packet to a receiver node in the form of a receiver end
application 32 by using as many of member wireless devices
26a-n in parallel as possible. A difficulty to be overcome,
however, is that member wireless devices 26a-» may have
drastically different data rates, and these data rates may not be
multiples of each other.

In one simple embodiment, packets are sent according to
the lowest data rate of member wireless devices 26a-n,
although application performance may be compromised
thereby. For example, a ZigBee device’s data rate is only 40
kbps, while a WiFi device’s data rate is at least 1 Mbps.
Assume an industrial control application’s control packet size
is 1000 bits. Using the “lowest data rate” strategy, only 40
packets are sent every second, although the WiFi device is
able to send 1000 packets per second. Not fully utilizing the
WiFi’s 1000 packet/second capability (when the WiFi wire-
less channel condition is good) can result in less than optimal
control performance.

In another embodiment, packets are prioritized. The most
critical (i.e., the highest priority) packets may be sent by all
member wireless devices 26a-#; the less critical packets are
sent by only ones (i.e., a first subset) of member wireless
devices 26a-» that have higher data rates; and the least critical
packets are sent by only ones of member wireless devices
26a-n that have the highest data rates (i.e., a subset of the first
subset).

In this nontrivial embodiment, a few problems that may
need to be addressed include: How many priorities shall there
be? Which packet shall have which priority? What is the
subset of member wireless devices 26a-n for each priority?
How should the utilization of the member wireless devices
26a-n be improved? What shall a member wireless device
26a-n do if it fails to transmit high priority packets?

Global packet scheduling mechanism 30 may work out a
plan to synchronize the behaviors of all member wireless
devices 26a-n, which may operate at drastically different data
rates. The present invention may advantageously provide a
lightweight solution, i.e., a solution that does not require a lot
of processing power, to this synchronization problem.

For most real-time industrial/medical control applications,
the purpose of real-time communication may be to deliver the
most up-to-date state of the machine/patient, or the most
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up-to-date control command. For these applications, the
aforementioned synchronization problem can be greatly sim-
plified: once the application generates a new packet to send,
the old packet becomes obsolete, and no longer needs to be
sent.

Based on the above observations, the present invention
provides a lightweight solution as shown in FIG. 2. In one
embodiment, the sender end application’s output queue 24
holds only the most up-to-date packet. Every newly-gener-
ated packet overwrites the existing packet in the sender end
application’s output queue 24.

Each member wireless device 26a-» may independently
read the sender end application’s output queue 24 according
to the device’s own data rate, and may send the sampled
packet to receiver end application 32 according to the mem-
ber wireless device’s own data rate. For example, assume the
packet size is 1000 bits, then a 40 kbps ZigBee device may
read the sender end application’s output queue every 25 msec
(1000 bits/40kbps=25 msec), a 1 Mbps WiFi device may read
the sender end application’s output queue every 1 msec (1000
bits/1 Mbps=1 msec), etc.

Because only the most up-to-date packet is important, a
member wireless device 26a-» may not retransmit a same
packet. Instead, the device may send the next packet read
from the sender end application’s output queue 24 regardless
of whether the previous packet was successfully sent or not.

FIGS. 3 and 4 show the output queue algorithms 300, 400
of the member wireless devices and sender end application,
respectively. In step 302 of the output queue algorithm of the
member wireless devices, a member wireless device 26a-n
reads the current data packet in queue 24. In a next step 304,
the member wireless device waits until its current reading
time period P, ends according to the device’s data rate. For
example, a 40 kbps ZigBee device may have reading time
periods of 25 msec for 1000 bit packets (1000 bits/40
kbps=25 msec), and a 1 Mbps WiFi device may have reading
time periods of 1 msec for 1000 bit packets (1000 bits/1
Mbps=1 msec). After its current reading time period ends, the
operation of the device returns to step 302 in which the device
again reads the current packet in queue 24.

In step 402 of'the output queue algorithm of the sender end
application, sender end application 22 decides whether a new
packet p has been received (or internally created) by the
sender end application. If not, sender end application 22 waits
until its current writing time period P,,, ends (step 408)
according to the sender end application’s data rate. If, on the
other hand, a new packet p has been received (or internally
created) by the sender end application, then sender end appli-
cation 22 decides whether the new packet p is newer than the
packet thatis already in queue 24 (step 404). Ifnot, sender end
application 22 waits until its current writing time period P, ,
ends (step 408) according to the sender end application’s data
rate. If, on the other hand, the new packet p is newer than the
packet that is already in queue 24, then sender end application
22 overwrites the packet that is already in queue 24 with the
new packet p (step 406). Then, sender end application 22
waits until its current writing time period P, ends (step 408)
and operation returns to step 402.

Referring again to FIG. 1, In order to send the received
packets to receiver end application 32, member wireless
devices 26a-r may put the packets into their respective
queues. From the respective individual queues, the packets
may be sent to a processor-based global packet scheduling
mechanism 34 which may decide an order in which to trans-
mitthe packets (or duplicates of the packets) to an input queue
36 shared by all parallel and heterogeneous member wireless
devices 26a, 265, . . . , 26n, of the open architecture.

In the embodiment illustrated in FIG. 5, the receiver end
application’s input queue 36 holds only the most up-to-date
packet. Every newly-received packet overwrites the existing
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packet in the receiver end application’s input queue 36. Each
member wireless device 26a-rz may independently write the
receiver end application’s input queue 36 according to the
device’s own data rate.

FIGS. 6 and 7 show the input queue algorithms 600, 700 of
the receiver end application and member wireless devices,
respectively. In step 602 of the input queue algorithm of the
receiver end application, receiver end application 32 reads the
current data packet in queue 36. In a next step 604, the
receiver end application waits until its current reading time
period P, ends according to the receiver end application’s
datarate. Afterits current reading time period ends, the opera-
tion of the receiver end application returns to step 602 in
which the receiver end application again reads the current
packet in queue 36.

In step 702 of the input queue algorithm of the member
wireless devices, a member wireless device 26a-n decides
whether a new packet p has been received from Global Packet
Scheduling Mechanism 30. If not, the member wireless
device waits until its current writing time period P, .. ends
(step 708) according to the member wireless device’s data
rate. If; on the other hand, a new packet p has been received
from Global Packet Scheduling Mechanism 30, then the
member wireless device decides whether the new packet p is
newer than the packet that is already in queue 36 (step 704).
If not, the member wireless device waits until its current
writing time period P, .. ends (step 708) according to the
member wireless device’s data rate. If, on the other hand, the
new packet p is newer than the packet that is already in queue
36, then the member wireless device overwrites the packet
that is already in queue 36 with the new packet p (step 706).
Then, the member wireless device waits until its current writ-
ing time period P ends (step 708) and operation returns to
step 702.

Using the above scheme, the sender end application, the
receiver end application, and the member wireless devices all
work independently. All devices send packets for the receiver
end application in parallel, and complicated synchronization
is avoided.

ustrated in FIG. 8 is one embodiment of a wireless com-
munication method 800 ofthe present invention. In a first step
802, a sender node is provided. For example, sender end
application 22 may be provided.

In anext step 804, a plurality of data packets of information
is provided, each of the data packets having a different level of
priority. That is, some of the data packets may be more critical
or more important than others of the data packets, and thus
may have a higher priority.

Next, in step 806, a plurality of heterogeneous transmitter
devices with different data rates is provided. For example, in
the embodiment of FIG. 1, member wireless devices 26a-n
are provided with different data rates. As a specific example,
one of devices 26 may be a ZigBee device having a data rate
of 40 kbps, and another one of devices 26 may be a WiFi
device having a data rate of at least 1 Mbps.

In step 808, the data packets are sent from the sender node
to the transmitter devices. Each of the data packets is sent to
a different subset of the transmitter devices based on the level
of priority of the data packet. A highest priority one of the data
packets is sent to each of the transmitter devices, and a lowest
priority one of the data packets is sent to a lowest priority
subset of the transmitter devices. The transmitter devices in
the lowest priority subset have the highest data rates. That is,
data packets may be sent from sender end application 22 to
member wireless devices 26a-r. Each of the data packets may
be sent to a different subset of member wireless devices 26a-n
based on the level of priority of the data packet. A highest
priority one of the data packets is sent to each of member
wireless devices 26a-z, and a lowest priority one of the data
packets is sent to a lowest priority subset of member wireless

device
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devices 26a-n. Member wireless devices 26a-» in the lowest
priority subset have the highest data rates. For example,
assume that member wireless devices 26a-# include a 40 kbps
ZigBee card, a 1 Mbps WiFi card, and a 1.2 Mbps Ultra-Wide
Band card. A highest priority one of the data packets may be
sent to each of the three cards, and a lowest priority one of the
data packets is sent to only the 1.2 Mbps Ultra-Wide Band
card which has the highest data rate.

In a final step 810, the data packets are wirelessly trans-
mitted from the transmitter devices to a receiver node. That s,
member wireless devices 26a-n may wirelessly transmit the
data packets to receiver end application 32.

The lightweight architecture of the present invention is
illustrated herein as being used to transmit data packets from
a single sender end application to a single receiver end appli-
cation. However, it is to be understood that a set of member
wireless devices of the present invention can also be easily
used to transmit packets from multiple sender end applica-
tions to multiple receiver end applications.

While this invention has been described as having an exem-
plary design, the present invention may be further modified
within the spirit and scope of this disclosure. This application
is therefore intended to cover any variations, uses, or adapta-
tions of the invention using its general principles.

What is claimed is:

1. A data communication method comprising the steps of:

providing a sender node having a data packet of informa-

tion;

providing a plurality of heterogeneous transmitter devices,

each of the transmitter devices having a different data
rate;

sending the data packet to each of the transmitter devices,

wherein each of the transmitter devices is configured to
read the sent packet at a time interval corresponding to
the data rate of the transmitter device; and

wirelessly transmitting the data packet from each of the

transmitter devices to a receiver node; sending the data
packet to an output queue; and overwriting an existing
data packet in the output queue with the sent data where
the transmitter devices receive the most recent packet.

2. The method of claim 1 wherein the data packet is wire-
lessly sent to each of the transmitter devices.

3. The method of claim 1 wherein the wirelessly transmit-
ting step includes:

sending the data packet to an input queue; and

overwriting an existing data packet in the input queue with

the sent data packet.

4. The method of claim 1 wherein the data packet is wire-
lessly transmitted in parallel from each of the transmitter
devices to the receiver node.

5. The method of claim 1 wherein the data packet of infor-
mation comprises a first data packet of information, the
method comprising the further steps of:

providing a plurality of second data packets of information,

each of the second data packets having a different level
of priority; and

sending the second data packets from the sender node to the

transmitter devices, each of the second data packets
being sent to a different subset of the transmitter devices
based on the level of priority of the second data packet.

6. A data communication method comprising the steps of:

providing a sender node;

providing a plurality of data packets of information, each

of'the data packets having a different level of priority;
providing a plurality of heterogeneous transmitter devices;
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sending the data packets from the sender node to the trans-
mitter devices, each of the data packets being sent to a
different subset of the transmitter devices based on the
level of priority of the data packet; and

wirelessly transmitting the data packets from the transmit-

ter devices to a receiver node; sending the data packet to
an output queue; and overwriting an existing data packet
in the output queue with the sent data where the trans-
mitter devices receive the most recent packet.

7. The method of claim 6 wherein each of the transmitter
devices has a different data rate.

8. The method of claim 7 wherein each of the transmitter
devices is configured to read the sent packets at a time interval
corresponding to the data rate of the transmitter device.

9. The method of claim 6 wherein the data packets are
wirelessly sent to the transmitter devices.

10. The method of claim 6 wherein the wirelessly trans-
mitting step includes:

sending the data packets to an input queue; and

overwriting existing data packets in the input queue with

the sent data packets.

11. The method of claim 6 wherein the data packets are
wirelessly transmitted in parallel from the transmitter devices
to the receiver node.

12. The method of claim 6 wherein a highest priority one of
the data packets is sent to each of the transmitter devices, and
a lower priority one of the data packets is sent to fewer than
each of the transmitter devices.

13. The method of claim 6 wherein a lowest priority one of
the data packets is sent to a lowest priority said subset of the
transmitter devices, the transmitter devices in the lowest pri-
ority subset having highest data rates.

14. A data communication method comprising the steps of:

providing a sender node;

providing a plurality of data packets of information, each

of the data packets having a different level of priority;
providing a plurality of heterogeneous transmitter devices
with different data rates;

sending the data packets from the sender node to the trans-

mitter devices, each of the data packets being sent to a
different subset of the transmitter devices based on the
level of priority of the data packet, a highest priority one
of the data packets being sent to each of the transmitter
devices, a lowest priority one of the data packets being
sent to a lowest priority said subset of the transmitter
devices, the transmitter devices in the lowest priority
subset having highest data rates; and

wirelessly transmitting the data packets from the transmit-

ter devices to a receiver node; sending the data packet to
an output queue; and overwriting an existing data packet
in the output queue with the sent data where the trans-
mitter devices receive the most recent packet.

15. The method of claim 14 wherein the data packets are
wirelessly sent to the transmitter devices.

16. The method of claim 14 wherein the wirelessly trans-
mitting step includes:

sending the data packets to an input queue; and

overwriting existing data packets in the input queue with

the sent data packets.

17. The method of claim 14 wherein each of the transmitter
devices has a different data rate, and each of the transmitter
devices is configured to read the sent packets at a time interval
corresponding to the data rate of the transmitter device.
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