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Abstract—Data immutability, transparency and decentralization of blockchain make it widely used in various fields, such as Internet of
things, finance, energy and healthcare. With the advent of the big data era, various companies and organizations urgently need data
from other parties for data analysis and mining to provide better services. Therefore, data sharing and data exchange have become an
enormous industry. Traditional centralized data platforms face many problems, such as privacy leakage, high transaction costs and lack
of interoperability. Introducing blockchain into this field can address these problems, while providing decentralized data storage and
exchange, access control, identity authentication and copyright protection. Although many impressive blockchain-based schemes for

data sharing or data exchange scenarios have been presented in recent years, there is still a lack of review and summary of work in

this area.

In this paper, we conduct a detailed survey of blockchain-based data sharing and data exchange platforms, discussing the latest
technical architectures and research results in this field. In particular, we first survey the current blockchain-based data sharing
solutions and provide a detailed analysis of system architecture, access control, interoperability, and security. We then review
blockchain-based data exchange systems and data marketplaces, discussing trading process, monetization, copyright protection and

other related topics.
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1 INTRODUCTION

N the era of big data, data is one of the most valuable
Iassets. Commercial organizations use big data to analyze
users’ preferences and consumption requirements, and thus
provide better services. Government departments also need
to collect and analyze data extensively to support decision-
making and provide better essential services to the public.
Researchers and engineers in academia and industry also
rely on big data to build more efficient mathematical models
[1]. However, it is difficult for any entity to meet these
requirements by relying only on its own data. Therefore,
data sharing and exchange are gradually becoming a huge
industry [2]. Specifically, data sharing refers to the process of
sharing digital information between different organizations
or individuals, while data exchange means the act of trading
data commodities between data owners and demanders [3].
Data sharing and exchange between commercial companies,
government departments and social organizations can em-
power them to provide better services, improve efficiency
and reap benefits. There are currently many data sharing
platforms or marketplaces around the world that focus on
data sharing and exchange [4], [5].

In most current practices, centralized data sharing plat-
forms or exchange marketplaces act as authoritative third
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parties for transactions, should be trusted unconditionally
by all participants in the exchange. However, relying on
such a centralized platform can pose many problems. First,
the success of transactions depends entirely on the honesty
and trustworthiness of these platforms. In other words, par-
ticipants are completely unable to counteract the potential
malicious behaviors of platforms. It is even more difficult
to terminate the transactions and recover losses promptly.
Second, even if the platforms themselves do not behave
maliciously, malicious attacks against them may damage
participants” interests, or make them fail to provide services
properly. Third, as service providers, these platforms may
require participants to pay transaction fees, which is totally
reasonable. But for a large number of small transactions,
the transaction fee may be even higher than the value of
the transaction contents, which could limit the use of these
platforms to a great extent [6].

Therefore, some studies have proposed schemes that
replace these centralized platforms with blockchain-based
systems. Blockchain was first introduced as a distributed
ledger, and has become popular with the subsequent rise in
cryptocurrency platforms such as Bitcoin [7] and Ethereum
[8]. The inherent properties of blockchain, such as decentral-
ization, immutability and auditability, make it a natural fit
for building secure and robust data-related applications. As
a result, blockchain is gradually being applied to other areas
besides cryptocurrencies, such as the Internet of things [9],
digital finance [10], energy [11] and eHealth [12].

The advantages of blockchain are apparent: first, there is
no authoritative trusted third party in the blockchain as a
decentralized system. The legitimacy and security of data in
the blockchain are guaranteed by the consensus algorithm.
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Second, the meta-information of all transactions is recorded
in the blockchain, which means that the blockchain is an
auditable public system, and any participant can audit
transactions through the blockchain. Third, blockchain is
able to prevent tampering with data. Blockchain formed
by hash pointer connections can effectively prevent illegal
modification of any confirmed block, since any modification
could be easily detected and located.

Nevertheless, implementing a blockchain-based system
for data sharing and exchange is still challenging, as the
following difficulties need to be addressed. First, the widely
used blockchain consensus protocols all take a long time
to ensure data consistency among nodes, which leads to
the general inability of blockchain-based systems to meet
the demand for high-frequency transactions. Second, since
all consensus nodes in the network theoretically need to
keep a copy of the blockchain locally, storing data directly
on the blockchain requires exceptionally high storage and
network communication costs. In addition, since data on
the blockchain is public, protecting the privacy and security
of the stored data is also an important issue [13].

Some previous work has discussed the combination of
blockchain and big data. Deepa et al. investigate the ap-
plication of blockchain to the collection, storage, analysis,
and privacy protection of big data [14]. Their survey focuses
on the application layer, reviewing the use of blockchain in
big data applications in different vertical domains. Xie et
al. survey the work of blockchain in the cloud storage and
exchange markets [15]. They discuss issues such as security,
privacy, and exchange management in the cloud. Berdik
et al. provide a comprehensive review of blockchain-based
information systems, and give some solutions to problems
such as interoperability, system efficiency, fault tolerance
and data integrity [16]. However, a systematic review of
blockchain-based data sharing and exchange schemes is still
missing.

In this paper, the application of blockchain in the area
of data sharing and exchange is discussed. This paper se-
lects papers that have received more attention and citations
in this area, and provides a comprehensive survey and
compilation of their contributions. In summary, the main
contributions of this paper are as follows.

o We compile papers on blockchain-based data sharing
and exchange schemes since 2015, select papers with
significantly higher citations, and systematically an-
alyze these studies.

e We analyze data sharing systems using blockchain
technology, investigate their architecture and design
principles, and discuss data privacy and security
issues.

o We survey existing blockchain-based data market-
places and data exchange platforms, and discuss ex-
change process, monetization, copyright, and other
related topics of high interest.

The structure of this survey is shown in Figure 1 and
organized as follows. Section 2 introduces the background
knowledge about blockchain. Section 4 summarizes the
current schemes for blockchain-based data sharing systems.
Section 5 reviews research on building data marketplaces
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and exchange platforms using blockchain. Finally, section 7
concludes this article.
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Fig. 1. The structure of this survey.

2 PRELIMINARIES
2.1 Blockchain Basics
2.1.1 Basic concepts and general structure

Blockchain is a technology that originated in the field of
cryptocurrencies, which can be traced as far back as the
release of Bitcoin in 2009 [7], [17]. Essentially, blockchain
is a decentralized ledger that uses peer-to-peer networks for
data transfer at the network communication layer [18], [19].
A blockchain system has no centralized server as a trusted
third party (TTP), and all transactions are verified by specific
consensus protocols.

In a blockchain-based cryptocurrency system, transfers
between accounts are broadcast across the network in the
form of transactions. Precisely, each block consists of a block
header and a block body. The block header contains fields
such as block height, timestamp, hash, previous hash, Merkle
root, difficulty, and nonce. On the other hand, the block body
consists of a series of transactions organized into a Merkle
tree, the root of which is written to the block header [20].
In the blockchain, each block is connected to the previous
block by a hash pointer. As new data and transactions are
generated, miners in the system pack and generate new
blocks, which are then verified by the consensus algorithms
and added to the blockchain.

All nodes in a blockchain system keep copies of the
blockchain locally. These nodes utilize consensus protocols
to synchronize the system state and reach a consensus on
newly generated blocks [21]. Tampering with blocks that
have been verified and added to the blockchain requires a
considerable cost and is very hard to accomplish. This hash
pointer structure leads to the fact that trying to tamper with
any data in any block requires modifying all subsequent
blocks, which is almost computationally impossible [22].

Blockchain is designed to guarantee data consistency,
tamper resistance, transparency, auditability, and anonymity.
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To participate in blockchain transactions, users only need
to generate a public-private key pair locally. Thus, users
are fully capable of generating multiple addresses or even
enabling new ones for every transaction, which further
enhances the anonymity of blockchain systems.

2.1.2 Types of blockchain

According to the participants involved, blockchains can be
classified as public, private, and consortium blockchains
[22].

Public blockchains allow any node to join the
blockchain’s peer-to-peer network without permission from
other nodes. All nodes are able to publish transactions,
generate and verify blocks freely [8]. Meanwhile, all data in
public blockchains can be viewed and verified by all. Most
of the cryptocurrencies, such as Bitcoin and Ethereum, use
public blockchain as the backbone [7], [8].

Private blockchains, unlike public ones, allow only au-
thorized nodes to join the network. Only authorized entities
are allowed to modify and contribute to private blockchains
[23]. Although retaining some of the decentralization prop-
erties, private blockchains limit nodes to relatively small
ranges, which are often managed by the same central au-
thorities. On the other hand, private chains are able to reach
consensus at a lower cost and with greater efficiency. Thus
they are widely used in business applications [24].

Consortium blockchains allow members of some
groups, companies, or collectives to participate in the sys-
tem [25], [26]. A consortium blockchain is a partially cen-
tralized system where only a limited number of selected
organizations can modify and view data in the blockchain.

2.1.3 Consensus mechanism

The consensus mechanism is a vital part of a blockchain sys-
tem, which negotiates and synchronizes the state of nodes
by specific algorithms and provides consistency of local
copies of the blockchain across nodes. Consensus protocols
mainly used by blockchain systems are introduced below.

The Proof-of-work (PoW) mechanism is widely used by
many cryptocurrencies [7]. In blockchain systems with the
PoW mechanism, nodes called miners compete to calculate
computational puzzles that can only be computed by brute
force. For example, in Bitcoin, miners need to find a nonce
that makes the hash value of the block header less than a
specific threshold. Anyone who first completes the calcula-
tion receives coins as an incentive.

The Proof-of-stake (PoS) mechanism has also been used in
several systems, such as Peercoin [27]. Ethereum has already
migrated from PoW to PoS in 2022. A PoS system needs to
select a node to verify and generate the next block in each
time slot [21]. The selection is based on the stake held by
each node, such as the balance of users in cryptocurrencies.

Implementations of Byzantine fault tolerance, such as Prac-
tical Byzantine Fault Tolerance (PBFT), have also been used in
some blockchain systems, such as Hyperledger Fabric [28].
PBFT is able to provide (n — 1) /3 fault tolerance when there
are n nodes in the system, i.e., allowing up to (n — 1)/3
nodes in the system to be malicious or crashed [29]. PBFT
is a replication algorithm that accomplishes consensus by
replicating node states in fixed time slots. Since nodes in
PBFT systems need to communicate with each other during
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consensus, all nodes should know other nodes in the net-
work. Also, the system’s performance degrades rapidly as
the number of nodes increases [30].

2.1.4 Smart contract

Smart contracts are discussed long before the emergence
of blockchain. It is first designed as an automated trans-
action protocol capable of handling various possible sce-
narios arising from a transaction based on predefined rules
[31], [32]. Blockchain technology has further facilitated the
development of smart contracts, as blockchain guarantees
mandatory contract execution. Many blockchain systems
have already supported smart contracts, such as Ethereum,
EOS, and Hyperledger Fabric [8], [28], [33]. Smart contracts
abstract the terms agreed upon by the counterparties into
executable computer programs. All possible scenarios that
may occur in transactions are implemented in the form of
control flows in the chain codes. Smart contracts cannot
be modified once deployed on the blockchain, and the
execution intermediates and results of contracts are also
stored in the blockchain [34].

2.2 Cryptographic primitives
We briefly describe the cryptographic primitives that may be
covered in the literature surveyed in this paper, to help the

reader understand the technical principles of the surveyed
schemes.

2.2.1 Identity based encryption

When a sender wants to send an encrypted message to a
recipient based on a public-key cryptography scheme, it
must first obtain the recipient’s public key. It either asks
the recipient for its public key certificate or queries the
recipient’s public key from some public directory. Identity-
based encryption (IBE) eliminates this reliance on the key
exchange. In addition, IBE can also be used to perform
searches on encrypted data, as we will see in Section 4.6.

In IBE, any sequence can be used as a public key, such as
the recipient’s email address. In this case, the sender can
send an encrypted message to the receiver as long as it
knows the email address. Formally speaking, an identity
based encryption scheme is a tuple of four efficient algo-
rithms:

o Setup (mpk, msk) &g (): generates a master public
key mpk and a master secret key msk;

o Key generation sk;q & G(msk,id): generates a se-
cret key sk;q for an identity id;

e Encryption c & E(mpk,id, m): encrypts the mes-
sage m using the mpk and identity id;

o Decryption m < D(sk;q,c): decrypts the ciphertext
c using the secret key sk;q.

2.2.2 Attribute based encryption

Similar to IBE, attribute based encryption (ABE) also attempts
to eliminate the reliance on the key exchange. The difference
is that instead of identity, ABE uses the receiver’s attributes
as encryption and decryption primitives. Strictly speaking,
ABE is an encryption scheme defined by predicates. It also
contains four efficient algorithms:
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e Setup (mpk, msk) &g (): generates a master public
key mpk and a master secret key msk;

o Key generation sk, &a (msk,p): generates a secret
key sk, for a predicate p;

e Encryption c &p (mpk, x,m): encrypts the message
m using the mpk and an arribute z;

o Decryption m < D(skp, ¢): decrypts the ciphertext ¢
using the secret key sk,,. If = satisfies the predicate p,
i.e., p(x) = 1, the algorithm returns the message m.

3 SYSTEM MODELS
3.1 Data sharing and exchange schemes

Although both involve transferring and sharing data assets
among multiple parties, data sharing does not have exactly
the same connotation as data exchange. In a typical data
sharing scheme, one or more individuals or organizations,
as data holders, publish data assets to a designated platform
[35]. The data requestors, in turn, can request access to some
or all of the data assets from the platform after obtaining
the appropriate access permissions. It is important to note
that in many data sharing schemes, data requestors and
data holders may intersect, or even consist of precisely the
same set of participants [36]. Essentially, a data sharing
scheme aims to efficiently share data assets among multiple
parties that are used for each participant’s computational or
analytical needs to enhance the system’s overall interoper-
ability. Therefore, most current data sharing solutions focus
on access control, interoperability and data storage of the
systems, and make technique selections based on different
application scenarios and security requirements [37], [38].

On the other hand, data exchange focuses on trading data
between two or more counterparties [39]. In the most basic
data exchange scenario, the seller of the data holds specific
data assets, which is precisely what the buyer needs. The
buyer wants to pay a certain amount of currencies or virtual
assets in exchange for the raw content or ownership of
that data asset. Thus, while access control and data storage
still need to be examined, in most data exchange schemes,
designers are more concerned with data privacy, copyright,
and exchange fairness [40], [41]. In addition, many studies
have also evaluated pricing and incentives in the data
exchange process related to trading behaviors.

In general, data sharing and exchange schemes share
many fundamental building blocks, such as data storage,
access control, and privacy preservation. On top of this,
data exchange solutions often need to add mechanisms for
trading and pricing data assets, as well as the protection of
digital copyrights.

3.2 Entities and participants

In most data sharing and data exchange schemes, partic-
ipants can be abstracted and grouped into the following
types of entities:

e Data providers: data owners and providers. In data
sharing systems, providers provide data with the
purpose of sharing data assets with other requesters.
While in data exchange systems, the providers” pur-
pose is generally to exchange data for financial ben-
efits.
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o Data requesters: data consumers. They intend to ob-
tain the data assets they need from data sharing
or exchange systems. In data sharing systems, re-
questers can obtain data for free, as long as they meet
specific access control requirements. On the other
hand, requesters must pay for data assets in data
exchange systems.

e Blockchain nodes: generally refer to miners or full
nodes of the blockchain. They are responsible for
maintaining the regular operation of the blockchain
system, including creating and packaging transac-
tions, generating new blocks, network synchroniza-
tion, and reaching consensus.

e Platform maintainers: system maintainers providing
data sharing or exchange functions. In different sys-
tem implementations, the platforms may include dif-
ferent roles, such as controllers responsible for access
control [42], re-encryption agents responsible for data
encryption and decryption [43], queriers responsible
for data indexing and querying, and data connectors
responsible for data storage and access. For systems
using private storage, data connectors store data lo-
cally. For systems using cloud or distributed storage,
data connectors are responsible for the communi-
cation and data transmission between data sharing
platforms and the data storage.

3.3 System Objectives

Different implementations and solutions may have different
goals and requirements. Examining the form of the data
shared or traded, we can classify existing data sharing and
exchange schemes into the following types.

e Raw data packages: a significant portion of data shar-
ing and exchange systems do not provide data struc-
turing and indexing, but rather provide a simple
sharing platform for packets only [44], [45]. In these
systems, the data providers upload the raw data they
have to the platform, and the requesters request the
raw data directly from the platform. Most of this data
does not follow a specific schema or have a consistent
format.

e Data queries: some systems provide a more advanced
service by specifying a schema for the data uploaded
to the platform and requiring the data provider to
provide the data exactly as requested. When data is
received, the platform indexes, manages and stores
them according to a particular structure. Data re-
questers can launch queries to the platform accord-
ing to specific rules, and the platform will return data
results that meet the requirements [46].

e Data interfaces: instead of single queries, some sys-
tems provide data access interfaces. Based on the
management and storage of indexed data, these plat-
forms build data access functions into a series of pro-
gramming interfaces, then provide them as services
to data requestors. Data requesters can continuously
obtain updated data by interfacing with the API
interface of the sharing system [47].
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3.4 Properties

From a high-level perspective, most existing data sharing
and exchange systems focus on the following core attributes.

e Privacy: as data-intensive systems, almost all cur-
rent data sharing and exchange systems promise to
preserve data privacy. However, the specific ways
and targets of privacy protection vary for different
system implementations and application scenarios.
Most systems guarantee that only authenticated par-
ticipants can access specific data assets by employing
data encryption and access control techniques. We
will cover this section in more detail in Section 4.6.

o Integrity: these systems must provide integrity pro-
tection during data storage and transmission. Specif-
ically, they should ensure that data assets cannot be
tampered with, or can quickly discover when data
tempering happens. Existing schemes generally use
digital signatures and cryptographic commitment
schemes to protect data integrity during storage and
transmission.

e Awvailability: data sharing platforms must provide
guarantees of data availability. More specifically,
these platforms need to guarantee the data’s time-
liness, and consistency. In addition, these platforms
must ensure that they can recover quickly from
system crashes and provide data access functions

properly.

On top of this, a significant number of systems promise
to provide the following additional attributes.

o Interoperability: some systems are able to provide
data interoperability. They ensure that data can work
together across multiple systems by unifying data
formats, communication protocols, and interfaces.
On the other hand, some systems attempt to pro-
vide a higher level of interoperability by organizing
and indexing data to provide useful data to data
requesters. We will cover this part in detail in Section
4.4.

e Response time: when the volume of data grows with
the number of participants, the query and response
time for data access has to be taken into account.
Some systems reduce query response time by op-
timizing storage and index structures, while others
introduce some cryptographic primitives to improve
computational efficiency.

o Exchange fairness: in data exchange schemes, ex-
change fairness should be provided to ensure that
neither the data provider (i.e., the seller) nor the data
requester (i.e., the buyer) can cheat the other and gain
illegal benefits. Precisely, the seller cannot deliver
non-conforming data assets to gain benefits, while
the buyer must pay for the assets after receiving
them.

4 BLOCKCHAIN-BASED DATA SHARING

As big data penetrates various fields, more and more data
needs to be appropriately stored, managed, shared and used
[48]. On the other hand, the need for privacy protection
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essentially limits the sharing and utilization of data, which
in turn leads to the emergence of data silos [36]. The in-
troduction of blockchain has effectively alleviated this prob-
lem, as blockchain allows multiple participants to guarantee
consistency in the content and state of shared data, while not
relying on traditional centralized trusted entities [49], [50].
Compared to traditional systems, blockchain-based data
sharing systems can provide flexible data interoperability
while protecting data privacy, thereby helping individual
data holders to make the most of their data assets. In
recent years, many researchers have attempted to utilize
blockchain for data sharing in healthcare, smart driving, IoT,
finance, and other areas [37], [38], [51].

In this section, we will discuss blockchain-based data
sharing schemes, including blockchain architecture, sharing
scheme design, access control, and data interoperability. In
addition, security and data privacy issues of these data
sharing schemes will also be considered. Table 1 summa-
rizes influential studies on blockchain-based data sharing
schemes since 2015.

4.1 The role of blockchain in data sharing

Essentially, blockchain can be regarded as a stable data
intermediary used to replace traditional third-party entities’
role in practical applications. In real-world scenarios, data
may be stored in databases in different hosts or domains
and managed by different protocols. To share data among
multiple entities, domains or organizations, intermediaries
are inevitably needed for data coordination. Blockchain is
ideally suited to be applied in such scenarios [35].

4.1.1 Access control

Access control is a very important issue for data sharing,
and blockchain systems can effectively improve this aspect.
In traditional systems, access control is usually the respon-
sibility of the data owner. When data queriers request data
from the data owner through an intermediary, the data
owner uses various identification protocols and permission
control mechanisms to authenticate the queriers” identities
and privileges, and then decides whether to grant access.
Blockchain can provide a more intensive mechanism for
data access control, taking over identification and authenti-
cation by recording all participants” identities and privileges
[65], or supporting fine-grained access control by binding
each piece of data with the corresponding authorization
information [66].

4.1.2 Data availability

Users often use multiple services provided by different
companies or organizations. During this process, a large
amount of data is generated, which should be managed
by themselves. For example, a patient may have consulted
multiple hospitals, so his medical records may be scattered
across various databases of different hospitals. To assess
his health status, a patient can only get electronic records
from hospitals and aggregate them. Blockchain-based sys-
tems can effectively avoid this dilemma. Multiple service
providers in the same industry could access such a data
sharing system, which makes users able to get more com-
prehensive data through direct access. In addition, such data
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TABLE 1
Comparative analysis of blockchain-based data sharing schemes.
Author(s) Ref. Year Application Technical Details Storage
Scenario Permissioned  Privacy  Access Control Interoperability = Private Cloud Local

Zyskind et al. [35] 2015 Personal Data v v v v
Peterson et al. [52] 2016 Healthcare v v

Azaria et al. [53] 2016 Healthcare v v v v
Xia et al. [46], [54] 2017 EMR Sharing v v v v

Shafagh et al. [44] 2017 IoT v v v v

Dorri et al. [45] 2017 Smart Vehicle v v v v
Gordon et al. [49] 2018 Healthcare v v v v
Zhang et al. [42] 2018 Healthcare v v v

Chowdhury et al. [55] 2018 Personal Data v v v v

Cui et al. [43] 2018 File Sharing v v v v

Ali et al. [47] 2018 PingER v v

Zhang et al. [56] 2018 Healthcare v v v
Kang et al. [57] 2018 Smart Vehicle v v v v

Theodouli et al. [58] 2018 Healthcare v v v v
Sultana et al. [59] 2020 IoT v v v
Xiao et al. [60] 2020 Personal Data v v v

Feng et al. [61] 2021 5G Drones v v v

Yu et al. [62] 2021 ToT v v v v
Tan et al. [63] 2021 COVID-19 EMR v v v v
Liet al. [64] 2022 ToT v v v

can be used as a reference for new service providers. For
example, patients can generate reports of their health status
from previous records, and provide more comprehensive
information to the doctors later. Users can also protect their
data privacy and freely choose the way and granularity of
data disclosure [67].

4.1.3 Identification and authentication

Blockchain can also help create a unified identification and
authentication system. A user may be tagged in different
ways in different systems. For example, medical records in
different hospitals may use completely different identifiers
to refer to the same patient. When multiple healthcare
institutes try to exchange cases or medicine data, they
have to convert the identifiers to integrate the data for the
same patients. Blockchain can effectively solve this problem
with a solution inspired by cryptocurrencies. Different data
owners can use the public key or public key address as a
unique identifier of a user, so that any user can be uniquely
identified across multiple systems [68]. Combining with
the access control mechanisms, users can access all their
relevant data and be confident that no one else can retrieve
their private information [69].

4.1.4 Data interoperability

Another advantage of blockchain is its ability to improve
data interoperability. Content and service providers are
eager to obtain data resources across different domains. In
order to achieve data interoperability, it is necessary to first
establish data sharing connections between multiple data
owners, and then standardize the data formats and trans-
mission protocols. For data interoperability requirements,
the traditional approach is for individual data owners to

open data access interfaces and accept data requests. This
traditional method has many problems. First, data queriers
may need to use offline means to find the required data
and facilitate data sharing. In addition, due to the differ-
ence in data format and communication standards between
different organizations, the owner and the querier need to
agree in advance on the format and standard of the data or
further process the data afterwards [13]. Blockchain can help
circumvent these problems. By connecting entities of the
same business to a sharing platform based on blockchain,
the expense of establishing data sharing connections can
be effectively reduced. By setting up regulations about data
formats and communication protocols, blockchain systems
can also effectively improve the efficiency and availability
of data sharing [70].

4.2 System architecture

To design a blockchain-based data sharing system, one first
needs to consider how to choose the proper blockchain ar-
chitecture. Underlying blockchain could directly determine
the interaction mechanism between participants and affect
the data flow in the up-layer data sharing systems [13].

4.2.1 Schemes based on private or consortium blockchains

A considerable number of researchers have proposed
data sharing systems based on private or consortium
blockchains. This system circumvents the inefficiency and
high energy consumption of the PoW mechanism, but
is only suitable for permissioned blockchains and pre-
specified nodes. BBDS and MedShare proposed by Xia et
al. tightly integrate the underlying private blockchains with
data sharing mechanism in the application layer [46], [54].
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Fig. 2. Typical framework of data sharing systems based on permis-
sioned blockchain.

Shafagh et al. discuss data sharing in IoT scenarios [44].
Their solution uses a permissioned blockchain for data
management and access control. To decouple data access
from the underlying blockchain, this system introduces a
virtual blockchain layer between storage layer and control
layer. Zhang et al. proposed a novel multi-blockchain ar-
chitecture that combines private blockchain and consortium
blockchain in their system [56]. The private blockchains in
the system are responsible for data storage of each institu-
tion, while the consortium blockchain is used to coordinate
data sharing between institutions.

Figure 2 summarizes and illustrates a typical framework
of permissioned blockchain-based data sharing systems,
and abstracts the common structure of the existing work.
In a nutshell, in a permissioned blockchain-based data shar-
ing system, the data provider is authenticated through an
authority party. The provider’s data is then verified by a
verifier and stored in a data storage module via the database
connector. Meanwhile, the corresponding metadata will also
be stored on the blockchain for query and as a depository
evidence. Similarly, when a data requester wants to access
a specific chunk of data, it first authenticates its access
through an authority party, and then accesses the data
through the database connector.

Most of the existing works only give conceptual designs
of self-built permissioned blockchains [47], [52]. For self-
built permissioned blockchains, a notable problem is that
traditional consensus mechanisms such as PoW and PoS
cannot be utilized in these systems. This is because these
consensus protocols designed for cryptocurrencies often
lack efficiency, and require all or most of the nodes in the
network to jointly participate in the consensus process [71].

4.2.2 Schemes based on public blockchains or smart con-
tracts

The widespread use of smart contracts has given rise to
many data sharing solutions based on them. Among these
solutions, the scheme of Azaria et al. is very representative
and has inspired several studies in this field [53], [72], [73].
MedRec proposed by Azaria et al. introduces Ethereum
smart contracts to record the relationship between patients
and medical institutions [53]. These smart contracts asso-
ciate medical records and cases with access permissions for
data queriers. Specifically, two smart contracts are used for
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Fig. 4. Transaction-based data access control and permission manage-
ment [35].

user registration and access control. In addition, another
smart contract is designed for operation recording and
misbehavior penalization. The structure and relationship of
the smart contracts for these schemes are shown in Figure
3. The PrivacyGuard proposed by Xiao et al. introduces
Trusted Execution Environment (TEE) to execute smart con-
tracts outside the blockchain [60]. PrivacyGuard publishes
smart contracts for access control and data management on
blockchain, while placing the data storage and computation
in trusted environment outside the main blockchain.

The smart contract-based system appoints the transac-
tion and consensus process to the public permissionless
blockchains. One only needs to design smart contracts for
specific applications and data sharing requirements. How-
ever, there are also some problems with smart contract-
based systems. the most significant one is the high de-
ployment and invocation costs of smart contracts [74]. To
make matters worse, these costs also change rapidly with
the dramatically fluctuating prices of cryptocurrencies [75].

4.3 Access control

Traditional techniques for access control use tokens, pass-
words or keys to authenticate access requests, and grant
appropriate read or write permissions to data queriers [76].
Access control schemes such as Role-based Access Control
(RBAC) and Attribute-based Access Control (ABAC) have been
discussed by many researchers [77]. These traditional access
control approaches lack tracking and auditing of access re-
quests, and cannot control specific entities at a fine-grained
level [78].

To address these problems, an early attempt proposed by
Zyskind et al. uses blockchain for permission management
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and access control in data sharing systems, as shown in
Figure 4 [35]. They address the problem that it is difficult
to revoke or modify assigned permissions in traditional
access control systems, and use blockchain transactions to
define access permissions. When a user generates an access
request to specific data, the system generates a new access
control transaction for the <user, data> pair and publishes
it to the blockchain. Shafagh et al. introduce an access
control scheme based on redesigned access control transac-
tions [44]. For all data retrieval requests, the storage nodes
first access the blockchain to obtain the access permissions
of data queriers, and then fetch appropriate data chunks
for queriers. The scheme proposed by Chowdhury et al.
combines access control with data encryption, and uses a
permission-based blockchain to authorize all access requests
[55].

Unlike the above transaction-based access control strate-
gies, Azaria et al. introduce smart contracts for access con-
trol [53]. The data pointer and associated access permissions
are stored in the contracts, which specify the data access
granularity and privileges. Sultana et al. also propose a
similar scheme to manage data access permissions through
the so-called Access Control Contract (ACC) [59]. Figure 5
outlines the structure and execution logic of these smart
contract-based access control schemes.

In a nutshell, blockchain-based access control is a good
solution for authentication and authorization of access re-
quests in data sharing systems. Compared to traditional
RBAC or ABAC paradigms, blockchain-based access control
can achieve fine-grained access control requirements more
simply [79].

4.4 System interoperability

Interoperability is an essential characteristic for data sharing
systems. Interoperability refers to the ability of different
organizations, institutions, or data entities to work together
[80]. Interoperability consists of two dimensions: syntactic
interoperability, which regulates data formats, communi-
cation protocols, and software interfaces in data sharing
systems; and semantic interoperability, which ensures that
data exchange and sharing can provide useful and available
data to the participants [81].

There has been much work examining the interoper-
ability of data sharing systems in different industries and
different business scenarios. One of the industries that has
been focused on is the healthcare industry [82]. Several
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countries and organizations are promoting the development
of standards related to healthcare data interoperability, such
as the Fast Healthcare Interoperability Resources (FHIR) for the
exchange of Electronic Health Record (EHR) [83]. Gordon et
al. discuss the contribution of blockchain to interoperability
in healthcare data sharing and conceptually discuss the
challenges of interoperability in healthcare [13]. Zhang et
al. examine the application of blockchain to EHR sharing
with FHIR as a unified data format standard [56].

Another area of interest is IoT. BaDS from Zhang et al.
discusses data flow and interoperability between IoT data
and cloud storage [84]. Similarly, Manzoor et al. discuss the
relationship between IoT systems and cloud-based storage
in data sharing domain [85]. Unlike the above studies, the
system from Sultana et al. focuses on communication and
data sharing within IoT devices to achieve interoperability
as well as availability of data sharing in IoT networks [59].
the work of Dorri et al. focuses on autonomous driving and
proposes blockchain-based data sharing for smart vehicle
networking [45]. They specifically analyze the data flow
and interoperability between smart vehicles, manufacturers,
software providers, cloud storage, and other edge devices in
the network. Similarly, Wu et al. also propose a blockchain-
based data sharing system for smart cars and connected
vehicles. They focus on data sharing and usage between
smart cars, edge nodes, and cloud storage nodes [57].

Building blockchain-based data sharing systems in these
fields can effectively enhance interoperability in the process
of data circulation. A well-designed system can enhance
data interoperability without significantly reforming the
existing data storage infrastructure. Meanwhile, due to the
properties of blockchain, such systems can also provide a
good balance between system availability and data security
[70], [86].

4.5 Data storage

For the accumulating data volume and growing data shar-
ing needs, data storage architecture and schemes are manda-
tory considerations when designing blockchain-based data
sharing systems. The storage architecture of big data is not
only related to the management and usage of data, but
also closely related to the availability, interoperability and
security of sharing systems [87]. Depending on the charac-
teristics of shared data in different scenarios and the specific
data sharing requirements, existing blockchain-based data
sharing systems use different storage infrastructures, such
as local storage, private storage and cloud storage, as shown
in Figure 6.

4.5.1 User local storage

For real-time or sensitive data, users prefer local storage
with their own devices and then expose the access interfaces
to sharing systems. The smart vehicle data system proposed
by Dorri et al. adopts a distributed data storage architecture
[45]. Similarly, the data sharing framework proposed by
Singh et al. also takes advantage of vehicle local storage [88].
Ali et al. introduce a system for Ping end-to-end reporting
(PingER) data sharing and storage [47]. It stores the Ping
reports in DHT network and only stores metadata such as
indexes on the blockchain.
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There are not many data sharing systems using local
data storage, since appointing data storage to the users
themselves can greatly reduce the availability of these sys-
tems. On the other hand, additional mechanisms should
be introduced to these systems to ensure the integrity and
availability of the locally stored data [45], [88].

4.5.2 Private storage

To circumvent the problems from local storage, one can
make the data sharing systems take the responsibility of
data storage. Specifically, many existing systems rely on
centralized databases for private data storage. The medical
data sharing system designed by Zhang et al. uses private
storage led by hospitals [42]. In this system, each hospi-
tal autonomously manages the locally generated medical
records and cases. To share these records among multiple
hospitals, this system introduces a consortium blockchain
for coordination. The MedRec system from Azaria et al.
uses a more flexible data storage architecture [53]. Their
system contains a database manager that abstracts all ac-
cess to private databases. The database manager, as a data
access interface, can theoretically support various types of
databases. Data sharing systems with private storage can
achieve a balance between efficiency, security, and avail-
ability. In addition, private storage schemes are suitable for
existing databases used by data owners [53].

4.5.3 Cloud storage

Data owners prefer to use cloud storage for their accumu-
lating data volumes and large data storage requirements.
This is because cloud storage can both reduce the cost of
database construction and maintenance, and facilitate data
exchange and circulation. The system proposed by Liang et
al. collects data from data sources such as wearable devices
and medical devices [89]. These data are then synchronized
to cloud storage for data sharing with other medical institu-
tions. The BBDS and MedShare systems from Xia et al. both
use cloud storage as the underlying storage infrastructure
[46]. It can protect data privacy and security by permission
group settings and encryption schemes. The IoT data system
proposed by Shafagh et al. uses a routing layer to decouple
the data storage layer from the blockchain layer [44]. It can
also support multiple storage architectures including cloud
storage. Similarly, the MedBlock system by Fan et al. can
integrate private databases or cloud storage flexibly [90].

(b) cloud storage

(c) user local storage

4.6 Data security and privacy

Decentralized data storage and blockchain-based data shar-
ing schemes improve the availability and interoperability of
shared data. However, inappropriate data storage and man-
agement methods can also expose data to the risk of leakage
and misuse [91]. Due to the multiple parties involved in
the data sharing process, it is challenging to preserve data
privacy under complicated application scenarios [73]. In
fact, an essential factor that is currently limiting the growth
of data sharing in the industry is the need for data security
and privacy protection.

4.6.1 Privacy preserving schemes

Several researchers have already examined the privacy-
preserving methods in blockchain-based data sharing sys-
tems. Currently, the main idea is to use various crypto-
graphic schemes to protect data privacy without compro-
mising data availability.

The simplest and most common way to protect data
privacy is to encrypt the original data and have the key
managed and distributed by a specific administrator in the
system. Combining this with access control and permission
management schemes, the administrator can control the
granularity and scope of access to specific data by granting
and withdrawing keys [43], [54]. However, the use of tra-
ditional encryption schemes also poses significant problems
that can make it difficult to manage the life cycle of keys.
This is because in most cases, keys that have already been
distributed are difficult to be revoked, and thus the data
have to be re-encrypted to invalidate the invalid keys.

To solve this problem, some researchers have introduced
several novel encryption schemes, such as IBE and ABE
schemes, as introduced in Section 2.2. BaDS proposed by
Zhang et al. uses Ciphertext-policy Attribute-based Encryption
(CP-ABE) and bilinear pairing to preserve data privacy and
provide access control in IoT data sharing scenarios [84]. In
this system, all users are assigned keys associated with their
attributes. After the data is encrypted, if a user’s attributes
satisfy a specific predicate, he/she can decrypt the data
accordingly. Zheng et al. use the Paillier cryptosystem to
protect the privacy of shared data [92]. Their system is
able to provide security for data sharing and data exchange
systems with cloud storage infrastructures. Also, Zhang et
al. use bilinear pairing to perform privacy protection for
medical data sharing [42].

In contrast to naive encryption schemes, these pairing-
based or attribute-based encryption schemes can circumvent



JOURNAL OF IATEX CLASS FILES, VOL. 14, NO. 8, AUGUST 2015

the system design challenges associated with key distribu-
tion and provide more flexible data sharing schemes.

4.6.2 Searchable encryption

While data encryption can certainly protect the data privacy
and security, on the other hand, it can also affect the us-
ability and interoperability of the data sharing systems [93].
After processing the original data with cryptography prim-
itives such as encryption or cryptographic commitment, it
becomes difficult for data queriers to directly retrieve the
desired data by keyword or index querying [94].

One straightforward idea to solve this problem is to
introduce encryption algorithms with some homomorphic
properties, so that the encrypted data still has some degree
of retrievability. For example, Cai et al. propose a search-
able encryption scheme for distributed data storage and
blockchain-based data sharing [95]. Their scheme combines
cryptographic incremental hashing techniques to achieve
trusted private keyword retrieval in decentralized storage
scenarios. Wang et al. combine ABE with bilinear pairing
to implement a searchable encryption scheme based on
Ethereum blockchain [66]. Similarly, Zhang et al. and Ma et
al. both implement blockchain-based data sharing schemes
supporting keyword retrieval using CP-ABE and bilinear
pairing [42], [96]. Figure 7 shows a typical sequence diagram
of the trusted data sharing scheme based on searchable
encryption [97].

5 BLOCKCHAIN-BASED DATA EXCHANGE AND
MARKETPLACE

In the era of big data, data is increasingly becoming a
valuable asset for businesses, governments and various
organizations. Some data holders believe that their data has
commercial value and therefore want to disclose the access
to it for a fee. Meanwhile, others who demand data are
willing to spend money to buy it. This creates a supply and
demand relationship for digital commodities.

As a result, there are already many centralized data
exchange marketplaces operated by governments or private
companies [39]. These marketplaces are similar to real-
world trading markets, providing platforms for data ex-
change and channels for payment [98]. However, centralized
data marketplaces may face many copyright and privacy
issues. Malicious buyers may resell or directly publish the
purchased data on the Internet after acquiring these datasets
from the owner [39]. In addition, as centralized platforms
or systems, these data marketplaces are also vulnerable to
system downtime or malicious attacks [99].

Blockchain-based decentralized data marketplace could
solve the above problems. Blockchain is able to record logs
of transactions and meta-information of related data. Since
blockchain can be tamper-proof in transactions, all exchange
participants can audit the trading process and the data flow
status at any time afterwards. In addition, the decentralized
nature of blockchain is also able to prevent single points of
failure (SPoF) and malicious attacks against marketplaces.

In this section, we will discuss related work in the area
of blockchain-based data exchange and marketplace, includ-
ing data marketplace design, exchange process, payment
and pricing, and dispute resolution. Table 2 summarizes
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the schemes and implementations of blockchain-based data
exchange platforms and marketplaces since 2017.

5.1 Marketplace design

Similar to blockchain-based data sharing systems, the core
of a data exchange marketplace is a blockchain-based dis-
tributed network. Data owners can submit their data to the
marketplace as commodities for sale, while consumers can
go to the marketplace to retrieve or browse data assets. The
blockchain-based data exchange marketplace is responsi-
ble for managing and coordinating the data delivery and
payment process, and provides dispute arbitration and log
auditing functions.

The most straightforward idea is to design the market-
place as a simple intermediary for transactions, but not to
impose controls on the data assets. Chen et al. propose a
solution for a blockchain-based data exchange marketplace
[100]. Their system is centered on blockchain and develops
exchange specifications, including data formats, transmis-
sion protocols and data quality standards through a role
called Congress. Travizano et al. propose a decentralized data
marketplace called Wibson, which also consists of buyers,
sellers, and a notary responsible for verifying data quality
and providing conflict arbitration [106]. Xiong et al.’s system
uses Ethereum smart contracts to match desired data of
buyers and submitted data from sellers [107]. The focus
of all these solutions is to completely eliminate the direct
connection between the trading market and the data com-
modities, ensuring that the marketplace does not intercept
any data during the transaction process.

Contrary to this idea, some systems tend to fully control
all of the data assets in the marketplaces. When a data owner
submits a dataset to the marketplace, he can only specify
limited rules such as quotes, data access conditions and used
policy. The marketplace will dump the data into a data farm
and manage all the meta-information of the data. Buyers
can search and purchase data, but can only access it in the
specified way provided by the marketplace. Thus, a user
cannot freely copy and secondarily distribute the purchased
data, which protects the data copyright and privacy. Dai
et al. implement a data exchange ecosystem called SDTE,
which is based on Ethereum and Intel SGX [112]. In SDTE,
the buyer also does not have direct access to the original
data, but only to the analysis or processing results of the
specific data items. Guan et al. propose a smart contract-
based data exchange system that supports trading on both
raw data and data statistical results [116]. Further, Hynes et
al. propose a decentralized data marketplace called Sterling
that enables secure trading and utilization of sensitive data
using smart contracts [104].

As can be seen, current blockchain-based data exchange
systems include both data buyers and sellers as participants.
However, some systems may introduce roles such as data
agents or proxies, who collect data from data sellers and
manage them centrally [100], [101]. These agents can also
provide some additional data-based services to buyers, such
as statistics, filtering and retrieval of data, etc. Many of the
existing systems also include arbitration entities to resolve
disputes in case of conflicting exchanges.
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Depending on the marketplace architecture, the data ex-
change process varies from system to system. The differ-
ences mainly lie in the way data commodities are published,
the transaction flow between buyers and sellers, the respon-
sibility of blockchain in data exchange and the follow-up
matters after data exchange, etc.

Chen et al. propose a blockchain and smart contract-
based big data marketplace and elaborate the detailed pro-
cess of data exchange [100]. Their system splits the data
exchange process into two parts: dataset distribution and
data service provision. First, a data owner can publish
bidding documents on the blockchain, and select a data
publisher who meets the requirements. The data publisher
acquires the datasets from the owner, cleans them, and
then provides data services based on these datasets. Smart
contracts are introduced to provide data APIs and access
constraints for the datasets, and record access logs of the
data consumers. Similarly, the system by Nasonov et al.
imposes enhanced administrative constraints on the data
on exchange [101]. Data owners can submit raw data and
quotes to the marketplace, along with buyer access policies.
The data marketplace takes over control of all data and
stores the data submitted by the owners in its own data
farm. When a buyer purchases a data commodity from the
marketplace, he can only access the data according to the
access policies specified in advance by the data owner. Dai
et al.’s SDTE system provides a secure transaction protocol
[112]. In their ecosystem, neither the data broker nor the
buyer has access to the raw data, but only to the analysis
result of the datasets.

Unlike the above systems, Ramachandran’s system pro-
vides a more lightweight exchange process, as shown in
Figure 8 [41]. In their system, sellers store the product
descriptions in a distributed file storage (DFS) framework such
as IPFS [117] or Storj [118]. Thereafter, sellers publish the
stored identifiers to the blockchain for buyers to browse and
select. Once a digital good is selected, the buyer and seller
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Fig. 8. System flow of a typical decentralized data marketplace [41].

trade the goods off-chain using a Streaming Data Payment
Protocol (SDPP) [119], and record the transaction on the
blockchain. Similarly, Travizano’s Wibson protocol provides
a more relaxed data exchange process [106]. In Wibson,
buyers and sellers determine the intent to exchange through
a series of smart contracts and protocol communications,
and use a notary to ensure that the transaction is conducted
correctly. Wibson in effect provides a flexible template for
data transaction protocols for the participants to follow, and
all participants can organize their own transactions.
Looking at the existing data exchange systems and pro-
tocols, one can see two different directions of development.
A portion of lightweight protocols tend to provide demand
matching and payment channels to both data buyers and
sellers [41]. These designs tend to use smart contracts to
ensure proper execution of the protocols, and intervene in
the exchange and handle disputes at the right time [106],
[109]. Other relatively heavyweight systems tend to take
over all raw data from the sellers and provide buyers with
higher quality, more consistent data services through unified
data management [104], [112]. Such systems impose stricter
constraints and controls on data, and are more suitable



JOURNAL OF IATEX CLASS FILES, VOL. 14, NO. 8, AUGUST 2015 12
TABLE 2
Comparative analysis of blockchain-based data exchange systems and marketplaces.
Avplication Technical Details Marketplace Design
Author(s) Ref.  Year PP Access . . . Data . Lo Data
Scenario Privacy Fairness Integrity Copyright Monetization
Control Quality Service
Chen et al. [100] 2017 Big Data v v
Nasonov. et al. [101] 2018 Big Data v v v v v
Ozyilmaz et al. [102] 2018 ToT v v
Yang et al. [103] 2018 Smart City v v
Edge Computing
Hynes et al. [104] 2018 Healthcare v v v
Ramachandran etal.  [41] 2018 Smart City v v v v
Park et al. [105] 2018 ToT v v
Travizano et al. [106] 2018 Big Data v v
Savelyev et al. [40] 2018 Digital Assets v v
Xiong et al. [107] 2019 Machine Learning v v
Bajoudah et al. [108] 2019 ToT v
Banerjee et al. [109] 2019 Big Data v v
Chen et al. [110] 2019 Big Data v v
Liu et al. [111] 2019 IoT v
Dai et al. [112] 2020 Big Data v v
Hu et al. [113] 2021 Big Data v v
Abdellatif et al. [114] 2021 DdgeComputing v v
Healthcare
Liu et al. [115] 2022 IoT v v v

for data commodities involving privacy or copyright issues
[100].

5.3 Commodity monetization

Another important topic in data exchange systems is the
issue of monetization for commodities. Unlike data sharing
systems, in these exchange systems, data sellers sell the data
as commodities to buyers for the purpose of receiving direct
payment.

5.3.1 Payment methods

Blockchain systems are first used in the cryptocurrency area
and are therefore naturally suited as a method for payment
and measurement of price. In fact, many blockchain-based
data marketplaces and exchange systems directly adopt
cryptocurrencies as settlement currencies [108], [110]. On
top of this, the introduction of smart contracts enables trans-
action details and payment processes to be agreed upon
beforehand, and is therefore adopted by many exchange
systems [105]. However, Almost all cryptocurrencies take
tens of seconds or even minutes to package transactions
and require an additional period of confirmation. To shorten
the transaction time, a protocol called payment channel
is proposed and implemented [120]. Once the payment
channel is established on the blockchain, it allows both sides
of a transaction to quickly complete transactions off-chain
multiple times [121].

In the area of data exchanges, the system of Ramachan-
dran et al. introduces a protocol called Streaming Data Pay-
ment Protocol (SDPP) [41], [119]. SDPP is a payment protocol
suitable for real-time data exchange and micro-payments,
which uses TCP connections between clients and servers

to transfer data. In addition, SDPP uses a cryptocurrency-
based payment channel and a distributed ledger to keep a
record of all transactions. Similarly, the IDMoB system by
Ozyilmaz et al. also uses payment channels to process data
exchanges [102].

5.3.2 Commodity pricing strategies

The pricing of digital commodities is also an important
issue. Think back to how we price the goods we trade in real
life. Usually, sellers set a price for their goods in advance,
then put them on the market, and buyers who approve of
that price will buy the goods. Consumers could be flexible to
choose their purchasing strategies for over or under-pricing
to maximize their benefits. For a fully competitive market,
the price of a good will eventually reach a reasonable range,
and the supply and demand in the market will guide buyers
and sellers to adjust their price expectations.

The situation with data exchange is a little different.
First, it is difficult for both buyers and sellers to objectively
evaluate the value of a specific dataset. Especially in some
scenarios, individual data items may seem worthless, but
a huge dataset aggregated from small data chunks could
contain unlimited business information. Second, unlike tra-
ditional physical markets, data marketplaces are not an
information-parity trading environment. It is difficult for a
buyer to make an objective assessment of the quality and
value of a dataset before acquiring it [41].

Therefore, some data exchange schemes also discuss the
issue of commodity pricing. the system of Ramachandran
et al. proposes a strategy for assessing the quality of data
commodities [41]. This strategy is not based on a direct
evaluation of specific commodities, but lends an implicit
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prediction of the reliability of commodities by evaluation
on related sellers. Hynes et al.’s Sterling system draws on
techniques related to data valuation to give a scheme for
evaluating the value of datasets for machine learning [104].
They use an approximation of the influence functions to
circumvent the excessive re-training cost on the blockchain.
Liu et al. propose a pricing strategy for blockchain-based
data exchange systems [111]. They formulate a two-stage
Stackelberg game to provide a pricing strategy for digital
goods, and use theories from economics and game theory to
analyze the equilibrium of the pricing scheme.

5.4 Digital copyright

As we have mentioned before, digital commodities can
be copied and redistributed. In the past, for analog signal
media such as video or music tapes, continuous copying
could lead to a constant deterioration of data quality. How-
ever, similar problems are almost impossible with copies of
digital media. Thus, trading data commodities on the In-
ternet directly means losing control over them. And all data
exchange platforms or marketplaces are bound to encounter
copyright issues [40]. Digital Rights Management (DRM) is
a widely adopted means of copyright protection, but it is
not a perfect solution. Many data and service providers
have attacked DRM as significantly degrading the quality
of service. This is because DRM increases the complexity of
the data commodities, and requires verification of the data’s
copyright before each user can use it [122].

5.4.1 Copyright management and protection

The use of blockchain for copyright management and trace-
ability is a natural idea since blockchain is naturally trace-
able. However, the first problem that needs to be solved is
how to bind data assets to a commitment or unique ID on
the blockchain bidirectionally. Indexing from metadata on
the blockchain to a data asset is simple since we can store the
URL, cryptographic promise, and signature in a blockchain
transaction or smart contract. Reverse binding, however, is
a difficult task because it is hard to locate specific metadata
on the blockchain by relying only on specific data chunks.

To further clarify this issue, let’s take a few exam-
ples. Savelyev et al. propose a blockchain-based copyright
management scheme [40]. In their design, a cryptographic
hash function is used to hash user identity, data meta-
information, and timestamp into a unique data identifier.
Thus, when an illegal copy of a particular data commodity
appears on the network, it can be traced back to the illegal
copier by the data identifier. Similarly, a service called
Ascribe.io generates a unique encrypted ID for all digital
goods, which is published to the blockchain to identify the
ownership of the data commodities [123]. These cases may
seem to solve the copyright problem. However, as long as
the attacker modifies the data content slightly, the identifier
generated by the system using cryptographic hash functions
or other methods could hardly match the data under the
chain successfully. Not to mention that the pirate may split,
reorganize, transform, and perform a series of operations
on the data. After these operations, the data will be wholly
unrecognizable and demanding to be located using the
identifier [124].
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For this reason, some researchers have proposed adding
additional data to the original data to provide an index for
reverse binding. Using digital watermarking is a natural
idea, as done by Meng et al. [125] and Zhao et al. [126].
Mehta et al. use a technique called perceptual hashing to
automatically detect image copies and data piracy [127].
Their system claims to be able to detect images after rota-
tion, cropping, and grayscale conversion. In addition, there
are copyright protection mechanisms for other mediums of
exchange, such as Xiao et al. who study copyright protection
for intellectual property [128], Jing et al. for code [129] and
Liang et al. for arithmetic circuits based on homomorphic
encryption [130]. The logic of all these studies is actually the
same at a high level, which is to extract the inherent features
of a particular data medium and store these features on the
blockchain as metadata and identifiers.

It is easy to see that whether based on watermarking,
perceptual hashing, homomorphic encryption or feature
analysis, the data mediums targeted by these systems are
fixed and one-sided. It is still demanding to find a universal
copyright protection scheme targeting any data type and
medium.

5.4.2 Control or limitation over raw data

All the measures above focus on tracing and confirming
rights after copyright infringement. However, instead of
defending copyrights after piracy has occurred, it is better
not to directly trade the raw data at the very beginning. Na-
sonov et al. advocate strong control over all data involved
in the marketplace [101]. In fact, their system does not just
provide a simple data exchange platform for buyers and
sellers, but collects all the data for sale into a centralized data
farm and sells the sellers the right to use the data instead of
ownership. Similarly, Dai et al.’s SDTE system takes over
control of the data and only process or analyze the data
according to the buyer’s needs [112]. Chen et al. introduce
two ideas for protecting copyright [100]. One is the use of
APIs to encapsulate the datasets for sale. The second is the
use of honey pots to generate a series of artificial tuples to
track the flow of data copies for all buyers.

Although there is awareness of the importance of copy-
right, there is currently no comprehensive discussion or
viable solution to this problem in the data exchange area.
On the one hand, strong controls over raw data do prevent
piracy, but they put more computational pressure on the
data marketplaces. The shift in providers of data services
from sellers to data marketplaces could place greater re-
quirements on data marketplaces [101]. On the other hand,
by adding copyright information to the data traded, one can
provide a basis in case of disputes. However, such protec-
tion is often used as a remedy for victims after copyrights
have already been infringed, but cannot prevent copyright
infringement in advance [41].

5.5 Other topics
5.5.1

To maintain a data exchange platform and make partici-
pants willing to trade data in the marketplace, reasonable
incentives need to be considered. Good incentives not only

Incentives and punishments
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help expand marketplaces’ user base, but also motivate par-
ticipants to buy and sell data honestly [102], [131]. Sterling,
a trading system for machine learning datasets proposed by
Hynes et al. is able to provide fine-grained data payments
[104]. Specifically, this system enables the ability to charge
for a single prediction and distribute payments among
multiple data sellers based on their contribution to the
prediction. Data marketplaces may also need to introduce
appropriate penalty mechanisms to deter possible malicious
behaviors by participants. The buyer may refuse or delay
payment after receiving the data commodities, or resell the
purchased commodities to a third party for illegal gains.
For disagreements caused by payment issues, the platform
can use smart contracts to bind buyers’ behavior during the
transaction and punish dishonest ones [132]. A seller may
provide inferior data commodities or datasets which are
inconsistent with their descriptions given in advance. In this
case, a complaint can be filed by the buyer to the platform
to redeem the payment, and additional penalties may be
imposed on the dishonest seller [133].

5.5.2 QA and reputation records

It is difficult for consumers to confirm the quality of com-
modities before receiving them, and this is the same for data
exchange. Some sellers may offer data assets that do not
meet buyers’ requirements, or even provide data containing
malicious content to deceive buyers [104].

There are two main ideas to solve this problem. One
is to introduce appropriate mechanisms for evaluating the
content of data commodities. The evaluation contains sev-
eral aspects, including the value of the data itself, whether
the data meets the buyer’s requirement, and whether the
data matches the bid price given by the seller [41]. It should
be noted that only those marketplaces and data exchange
systems that have strong control over the traded data can
effectively perform QA towards data commodities. Those
platforms that only provide channels for data exchange are
unable to manage and review the data, since they do not
have direct access to the data itself [101]. Another idea is
to track the trading history of all participants and give a
rating to the reputation or credit level of all traders [41],
[112]. Think back to our experience of buying goods on an
e-commerce platform where we have no prior knowledge of
the quality and value of the goods, but we can browse other
consumers’ reviews of the seller and get a side-by-side view
of the merchant’s creditworthiness. A similar rating system
can provide a useful reference for buyers and sellers to help
them make decisions in data exchange systems.

5.5.3 Existing commercial platforms

Commercial companies are particularly interested in data
analysis in the era of big data, and data exchange can
provide a wealth of resources and information for decision-
making in various public and private sectors. A number
of commercial organizations have already entered this field
and have established several data marketplaces or exchange
platforms. We briefly introduce a few of them in this sub-
section, as shown in Table 3.

o Datum is a decentralized data storage and exchange
system based on Ethereum smart contracts [134]. The
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platform leverages BigChainDB and IPFS to imple-
ment a scalable, decentralized and fast data storage
network [135].

e GXChain is a blockchain-based decentralized data
exchange platform launched and commercialized in
2017 [136]. It is based on the DPoS consensus mech-
anism and IPFS distributed storage architecture, and
uses WebAssembly to execute smart contracts. GX-
Chain also uses technologies such as secure multi-
party computation (MPC) and homomorphic encryption
(HE) to ensure privacy during data transmission,
storage and exchange.

o Databroker is a blockchain-based peer-to-peer data
marketplace with a beta release in 2018 and a full
release in 2020 [137]. Currently, Databroker has ex-
panded into many areas such as agriculture, human
resources, energy, transportation, economy and sup-
ply chain. One of its major strengths is its personal-
ized data matching service, which enables users to
search for potential data providers from an extensive
global network based on users’ requirements.

o Datapace started as a marketplace for trading IoT
sensor data, but has now expanded to other areas
[138]. It is based on the Hyperledger Fabric platform,
which guarantees the robustness and security of the
system through the PBFT consensus protocol, and
uses smart contracts to enable a variety of data
exchange and processing functionalities.

o IOTA is a blockchain-based data sharing and ex-
change platform for automotive, supply chain, IoT,
digital twins and eHealth, etc [5]. IOTA uses a data
structure based on Directed Acyclic Graphs (DAG) that
enables parallelized transactions. Unlike other data
exchange platforms or marketplaces, IOTA has built
a blockchain system called Tangle to manage and
store meta-information about IoT data itself [139].

o Streamer is a real-time data streaming exchange plat-
form, also based on the Ethereum platform [4]. Simi-
lar to traditional message queues, Streamer transfers
data streams from publishers to subscribers, orga-
nizing data transfer and transaction services with a
subscription/publishing mechanism.

6 CHALLENGES

Blockchain-based data sharing and data exchange systems
have extensively promoted the sharing and circulation of
data, empowering the data economy by enhancing interop-
erability between systems. Existing works have discussed
the implementation and application of this field in terms
of architecture, models, and technologies. However, we
noticed that there are still some problems and difficulties
to be solved. In this section, we will summarize some of the
challenges and open questions that still exist in this field.

6.1 Platform designs

Most of the work is designed for data sharing or exchange
systems for specific application scenarios and data models.
However, we noticed that in terms of platform design, the
following issues are urgently needed in current application
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TABLE 3
Comparison between existing commercial blockchain-based data marketplaces.

Platform Release Blockchain Token Data storage Remarks
Datum 2017 Ethereum DAT BigChainDB/IPFS incentives mechanism
. . WebAssembly execution
GXChain 2017 GXChain GXS & GXC IPFS/BaaS MPC and HE
Databroker 2018 Ethereum DTX local & private storage data matching
Datapace 2017 Hyperledger Fabric TAS local & private storage Maniflux-based platform
for sensor connection
I0TA 2016 Tangle I0TA Tangle DAG for parallelized transactions
Streamer 2019 Ethereum DATA local storage & DHT streaming data exchange

publish/subscribe mode

scenarios, and the existing work discussions are still insuffi-
cient.

6.1.1 Data schema and interoperability

At its core, the goal of data sharing and exchange is for
multiple data owners to share data assets with each other to
enable data interoperability and collaboration. When there
is a need for data sharing among multiple entities and their
business requirements depend on this shared information,
interoperability becomes an issue that cannot be ignored. In
order to achieve data interoperability, the entities need first
to unify the format, schema, or standard of the data. This
allows the participants to define the data in a unified, clear
and unambiguous form and makes the shared data usable
[140]. Data interoperability is critical in all scenarios of data
sharing and exchange, as it directly relates to the usability
of the data, which is the ultimate goal of data circulation.
Currently, there are some organizations in the medical field
trying to unify data standards, such as FHIR for exchanging
EHRs [46], [54]. However, unified data templates are still
missing in other fields that urgently need data circulation,
such as IoT and smart cars.

6.1.2 Data indexing and supply-and-demand matching

Whether it is data sharing or data exchange, matching sup-
ply and demand is a very important requirement. In order to
obtain the data resources they need, data requesters usually
need to initiate a search on the platform, and the platform
will return possible query results. However, considering the
data privacy and security requirements, in most systems,
the data is encrypted and stored. This brings additional
difficulties to data retrieval. There are two approaches to
solve this problem. One is to store metadata in plaintext in
the system to build an index for retrieval and query. The
other is to introduce searchable encryption technology to
search on ciphertext. Using metadata can indeed efficiently
build an index, but there is still a risk of data privacy
leakage. Using searchable encryption will greatly reduce the
performance of the system, as we will introduce in Section
6.3.

6.1.3 Reward and punishment mechanism

Since data exchange systems involve trading behavior,
reasonable pricing strategies and reward and punishment
mechanisms are necessary. For an actual marketplace, a
practical trading rule design and reward and punishment
system can make the mechanism work appropriately in the

long run and ensure that each participant tends to remain
honest [133]. This section requires an exhaustive game eval-
uation and simulation to find each participant’s optimal
incentive and penalty mechanism and build the upper-level
trading rules based on this mechanism. We present some
work in this area in Sections 5.3 and 5.5, but the work in
this area is still inadequate, and there is much room for
improvement.

6.2 Copyright and traceability

Unlike physical goods, the nature of digital assets makes
them easy to be copied and re-distributed. For existing data
sharing or data exchange systems, the system platform will
protect data privacy and copyright through encryption, au-
thentication, and access control during the data circulation
process. Even so, for all existing mechanisms, when the
sharing or exchange is completed, the original data owners
will lose control of the data [128]. The data requester can
make arbitrary modifications, copies, and re-distributions
of the data. This will significantly undermine the long-
term operation of data sharing and exchange platforms. In
this case, the holder of the data will not have sufficient
motivation to share or sell their data on a public platform,
because when the requester receives the data, the original
owner will effectively lose all ownership of the data, even if
it is only intended to share the right to use the data [123].

On the other hand, the unstable nature of data assets
also poses difficulties for the requester. Data requesters,
especially data buyers in data exchange systems, need to
measure whether the data is worth buying. Unlike physical
goods, buyers need not only to examine whether the data
content meets the requirements, but often also to examine
the data provider and trace the provenance and transfor-
mation process of the data. All this information together
constitutes the criteria for measuring the value of the data
[124]. However, since data can be easily copied, modified,
and re-distributed, tracing the source of the data becomes
almost impossible, which poses significant difficulties for
data exchange.

6.3 Data verification and predicate

For data exchange schemes, most of the exchange actions
are based on the description given by the data owner or
platform. To ensure the exchange fairness and data privacy,
the buyer must be able to have some method to verify
the validity and correctness of the data asset. In actual
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system design, one of the most common ideas is to provide
the buyer with a specific verification method or logic in
advance. This creates a data privacy risk, as the disclosure
of the validation logic is essentially the same as revealing
some information about the data to the buyer. Ensuring that
the description of a digital asset matches the asset itself is,
therefore, a fundamental challenge in this area. Think back
to the experience of buying things in our daily lives. The
seller usually shows some features of the product or pro-
vides some information describing the product. However,
for data exchanges, these existing experiences cannot be
applied. This is because all of the above descriptions of data
assets provided by the seller reveal information about the
data, compromising the privacy and fairness of exchanges.
As a result, the current data exchange scheme assumes that
buyers have access to validation logic, called predicates, for
the exchanged data before the transaction. However, there
are several problems with this model.

First, predicates are essentially used to prove the le-
gitimacy and validity of the data assets to the buyer. In
other words, the purpose of the predicate is to convince
the buyer that this data is indeed what the buyer needs
and that it is correct. However, it is difficult to satisfy this
need by relying on predicates alone, because predicates can
only prove that the data is correct, but hardly prove that
the data meets the buyer’s needs. Second, all current data
trading schemes assume that the buyer has the predicate
that matches the data asset before the transaction begins, i.e.,
the predicate is treated as a priori knowledge of both parties
to the exchange. However, this is far from reality. In the real
world, if the predicate is relied upon to verify the validity of
the data, then the predicate itself needs to be generated and
distributed by a rigorous protocol. If the predicate is used to
guarantee the correctness of the data, then who guarantees
the correctness of the predicate? In turn, responding to this
question may require reliance on some other trusted entity
or environment, which in turn will undermine the value of
the blockchain in the scheme.

6.4 System Performance

For data-intensive systems, efficiency is a very important
metric. However, existing solutions face many performance
bottlenecks. To provide retrieval and indexing of data
with guaranteed data privacy, many schemes use crypto-
graphic primitives such as searchable encryption or utilize
algorithms such as Attribute-Based Encryption (ABE) or
Identity-Based Encryption (IBE) for access control [42], [96].
The problem is that most of these primitives are based
on pairing algorithms which have considerable overhead.
To query large-scale datasets, existing pairing-based algo-
rithms consume tens of seconds. This bottleneck will greatly
slow down the response efficiency of services when facing
concurrent queries. In addition, some algorithms try to use
same-station encryption or secure multi-party computation
for data query and aggregation, and the computational
overhead of these cryptographic algorithms is even higher
[130]. Therefore, reducing the computational overhead of
cryptographic algorithms while ensuring the quality of data
services is a fundamental challenge for existing solutions.
In data transaction scenarios, existing schemes often
use zero-knowledge-based proofs to provide verification of
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encrypted data in order to ensure the fairness of transac-
tions. The problem is that concise zero-knowledge proof
mechanisms that can be applied to any generic verification
logic do not yet exist. Existing zkSNARKs-based Zero-
Knowledge Contingent Payment (ZKCP) schemes require
a trusted initialization environment, which is more chal-
lenging to implement in systems that rely only on the
blockchain [141]. In contrast, zkSTARKs schemes that do
not require a trusted environment require far more zero-
knowledge proof operations and generate far more proof
files than zkSNARKSs schemes, thus resulting in a relatively
long time for both generating and verifying proofs. On the
other hand, the Merkle Proof-based mechanism that does
not rely on the zero-knowledge system is also less efficient
for transactions with larger files or complex verification
logic. The problem is that the proof size in such protocols
is proportional to the transaction’s data size, regardless of
whether malicious behavior occurs. In addition, the protocol
interaction requires a fixed number of rounds regardless
of whether the seller files a complaint, which is extremely
wasteful for the optimistic cases that account for the vast
majority of transactions. Thus, for fair data transactions,
there is still much room for improvement in algorithm
design.

7 CONCLUSION

Blockchain provides an effective solution to the problems in
data sharing and data exchange processes. However, there
is currently no detailed survey on applications of blockchain
in this field. To fill this gap, this paper reviews the design of
blockchain-based data sharing and data exchange systems,
including topics such as system architecture, data trans-
fer process, access control, interoperability, non-fungible
token, and data monetization. We believe that this paper
can provide comprehensive knowledge about blockchain-
based data systems for commercial companies, government
departments, and researchers whose business involves big
data interaction and analysis.

For the design of data sharing platforms, it is necessary
to combine data indexing, access control and connectivity
to provide sufficient system interoperability. As for data
exchange systems, apart from the above issues, reasonable
monetization rules and incentive systems should also be
considered. These mechanisms can ensure the long-term
stability of these systems and promote all participants to be-
have honestly. Designing a practical data exchange system is
a challenging task which requires detailed game evaluation
and simulation to find a balanced reward and incentive
scheme for each participant, and then building the upper-
level application.
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